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ABSTRACT

This paper investigates on the effectiveness of modern High Availability and Disaster Recovery (HADR) methods on
the SAP system in an AWS environment. It measures changes in effectiveness of response time, throughput, and system
availability among others. Based on the real-life experience provided by AWS, the research reveals improvements in terms of
performance, availability, and safety made possible by more sophisticated HADR solutions created on AWS’s elastic
infrastructure. The paper also covers issues like cost and difficulty of performing these techniques among other issues. This
paper establishes that incorporating elevated HADR approaches in AWS significantly boosts SAP agility and afford vital, sound
solutions enabling business sustainability and performance.
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l. INTRODUCTION

This research paper aims at realization of improved SAP system performance by implementing high availability
and Disaster recovery on Amazon web services. Since more and more organizations are using SAP software for their major
business functions, it is important to keep the system performing and dependable. AWS provides elastic and highly
available resources while enhanced HADR methods give way to innovative data storing, less service disruption, and
optimizing overall systems’ performance. In this paper, an exploration of ways in which these techniques can be integrated
on the AWS to enhance SAP is conducted with an emphasis to factors that include response time, throughput, and the
overall availability of the SAP. The study seeks to establish potential practical implications of this integration with a view
of identifying the implications involved.

1.1 Background and Context

SAP systems are used for enterprise resource planning and productivity of the systems have efficiency of the
organization. Given that more organizations transfer their SAP environments to AWS for more capacity and elasticity, it is
critical to sustain high performance. While AWS hosts multiple facilities such as auto-scaling and high availability the
SAP systems need to be fine-tuned for High Availability and Disaster Recovery in AWS.
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Figure 1: Best Practices | AWS for SAP (AWS, 2018)

Attribution-NonCommercial-NoDerivatives 4.0 International (CC BY-NC-ND 4.0)



Stallion Journal for Multidisciplinary Associated Research Studies
ISSN (Online): 2583-3340
Volume-1 Issue-4 || August 2022 || PP. 24-35 https://doi.org/10.55544/sjmars.1.4.6

H (High) Availability Disaster Recovery techniques help to minimize down time and data loss thus improving the
reliability of the system. It is important to know how these techniques work with AWS to get the most from your SAP and
ensure business is running smoothly in a constantly changing cloud environment.

1.2 Importance of SAP System Performance

Organization performance is tied to the performance of the SAP system, as it influences business processes, goals
achievement and decision making. SAP system that is slow or unreliable will result to slow or delayed transactions and
thus poor user satisfaction and negation of the business processes. First, high performance guarantees that no matter how
time-sensitive it is to process data in real time analyse or report them, they’ll be ready on time.
In effectiveness and efficiency of a firm’s SAP, it is crucial to boost the performance of SAP because it is the key to
sustaining competitiveness, the achievement of strategic business objectives and the integration with other systems.
Performance management also helps to avoid such negative factors of compulsory system failures and interruptions that
can lead to high financial and organizational losses.

AWS (Amazon Web Services) provides the full tiered solutions of cloud computing with dependable and elastic
architecture. It offers customers fundamental computing infrastructure such as computing services, storage solutions, and
networking and all of these services are delivered through the cloud with the company’s data centres located all over the
world.

1.3 Overview of AWS Infrastructure

The major components are Amazon EC2 for virtual computing environments, amazon S3 for web-scale storage
and Amazon RDS for DB services. AWS has made systems highly available with the help of availability zones and regions
and hence business applications can be put into practice with a lot of ease and with very little to no down times. This
attribute of elasticity guarantees that resources could be as stretched as is required meaning that it is a propitious setting to
deploy and regulate SAP systems.
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Figure 2: SAP monitoring: A serverless approach using Amazon CloudWatch | AWS for SAP (AWS, 2018)

1.4 Introduction to HADR Techniques

High Availability and Disaster Recovery (HADR) methods are used to guarantee constant functioning and
information legitimacy of IT frameworks. High Availability (HA) for a logical system deals with reducing the idea of
marginal time by developing duplicate systems and equipment that will swap in eventuality of a failure.

Disaster Recovery (DR) a set of contingency plans that organizations put in place to ensure a business can
recovery data after disasters or other calamities have struck. Some of the methods include replicating data in real-time, and
clustering over the fail-over pairs as well as back-up solutions. The HADR feature guarantees that applications like SAP
systems on AWS will be always available and highly protected in case of sudden outage and data loss, subsequently,
business operations are sustained.

1.5 Objectives of the Paper

e Evaluate the current performance challenges of SAP systems on AWS.
Identify and analyze advanced HADR techniques suitable for enhancing SAP system performance.
Implement these HADR techniques within an AWS environment to improve system reliability and availability.
Measure and compare the performance metrics of SAP systems before and after applying HADR techniques.
Assess the impact of these techniques on system uptime, data integrity, and overall business continuity.
Provide recommendations for optimizing SAP performance on AWS using advanced HADR strategies.
Suggest areas for future research and potential improvements in HADR approaches for SAP systems.
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1. LITERATURE REVIEW

2.1 SAP System Performance Metrics and Challenges

Like in any systems that support business operations, performance of SAP system is paramount with parameters
such as response time, throughput and system availability being important. Response time can be used to determine the
time taken to process the requests of the users while throughput can be used to determine the number of transactions per
time. System availability is a measure of the percentage of time that has passed since the system was started to the current
time up to a point that it is accessible to the users.

Some of the issues that affect the ability of an organization to achieve its optimum performance include; growing
amount of data, multifaceted systems and high user expectations. Delays therefore could be attributed to insufficient
system hardware features, poorly queried databases, or sluggish networks (Viloria et al., 2016).

HADR architecture

- -'.‘ BAP ASE Cockpit
|I-au|t Manager |_ <

Host3 / |
/

SAPHostAzent

s

ASEcockpit ASE enckpie
oty T
) .--:"i:‘-i' 1 ] @
>

___-—-—-_-_._-' =

Hostl: Primary Host2: Companion
Admin and monitoring ———3
Replication Path _
Reglication Path (pest — — — =2
failawar]

Figure 3: Overview of The HADR System (SAP Help Portal, 2018)

These are some problems that need to be addressed, and hence, the process of performance management should be
constantly monitored and fine-tuned (Kohli, 2017). Measures like load levelling, database tuning as well as system growth
are key to address performance issues to let the SAP systems meet variability in demands or loads effectively (Taylor,
2016).

Enhancing the usage of monitoring tools can enable one to detect and solve the performance problems before they
affect the business operations hence ensuring high levels of user satisfaction as well as operational effectiveness (Grube,
2018).

2.2 AWS Capabilities and Benefits for SAP

AWS provides rich and elastic cloud platform for SAP environment that greatly transforms the functionalities and
efficiency of SAP systems. Another advantage of AWS for the SAP system is a high degree of flexibility because it can
allocate resources based on need and usage (Carvalho et al., 2018).

Amazon web service offerings include Amazon ec2 for Elastic Compute capacity, Amazon RDS for the database
service and Amazon S3 for storage which help SAP applications achieve better performance and reliability (Ferrer Daub,
2017).

AWS has also grown to have data centres around the globe making it ideal when it comes to issues to do with
availability and disaster recovery issues since they do not affect the functionality of the system as they would with a locally
based system (Chen et al, 2015). Auto-scaling and load balancing are some of the sophisticated features that AWS offers
and which can easily balance resource demands and workloads at the time of high usage. (Poornalinga et al., 2016).

AWS have structured their pricing model on the pay for use, this informs customer pricing flexibility experience
of frontier technology and infrastructure (Lowe et al., 2018). These features enable AWS become the best place to adopt
and host SAP systems with improved speed, agility, and cost-saving advantage.
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2.3 HADR Techniques in SAP

HADR methods are essential to ensure High Availability of SAP systems and for Disaster recovery as well. In
SAP setups, but HADR strategies are meant to reduce downtime as well as amount of data that can be lost through
hardware failure or any other related issues.

Some of the typical HADR approaches involve use of database replication, failover clustering and backup
solutions. Database replication consists of the duplication of databases in real-time in a secondary site thus allowing one to
switch quickly to the site if the primary site fails (Tom, 2015). Failover clustering is whereby there are several servers set
up that can be set in place to operate in the event of a failure with little interruption of service (SAP Help Portal, n.d.).

Backup solutions are crucial in Data recovery considering the unforeseeable events that may result to loss of data.
These are full, incremental, and differential depending on the type of recovery required or based on the architecture of the
system (Challagidad et al., 2017).

Additional features including multi-site replication and automated failover are employed more today to improve
on robustness and minimum recovery time (Plauth et al., 2016). These HADR techniques when deployed within SAP
systems assists organizations to maintain business operations, safeguard data and sustain high CIO score to guarantee
system operations and service output reliability, dexterity, and efficacy.

boto=2

rds client = boto3.client(

response = rds_client.modify db instance(

DBInstanceIdentifier=
Multiaz= »
ApplyImmediately=

print{response)

Figure 4: Example Code Snippet: Data Replication Setup

1. IMPLEMENTATION

3.1 Configuration of SAP on AWS

AWS has several crucial steps while configuring SAP to run effectively and be scalable. Start by using the right
AWS services as follows: Compute: Amazon EC2 Database: Amazon RDS, or Amazon Aurora Storage: Amazon S3 SAP
instances should be deployed by using AWS’s pre-configured SAP-certified AMIs which make the process quite easy.
SAP can be protected and segregated utilizing networking components including VPCs and subnets. To optimize
operations and implement availability — adopt a concept of auto-scaling groups and using one or more load balancers. Last,
ensure that Amazon CloudWatch is used to monitor the application performance and health so as to ensure that proper
management is done.

Table 1: Utilization of AWS resources for configuring SAP environments, including instance types and storage.

. Network Bandwidth Cost
Resource Type Instance Type Quantity | Storage (GB) (Gbps) (USD/month)
Icomp”te t3.large 10 N/A 10 500
nstances
Database r5.2xlarge 5 N/A 20 1,200
Instances
EBS Volumes General Purpose 20 1000 N/A 800
S3 Storage Standard N/A 5000 N/A 300
Load Balancers Application 2 N/A 10 100
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3.2 Application of Advanced HADR Techniques

Advanced HADR techniques for SAP on AWS includes deploying practices that facilitate resilience in the system
and less downtime. Deploy cross-region real-time data replication using Amazon RDS and/or Aurora to sync databases in
different availability zones Set up auto failover and backup solutions to ensure minimal time is spent during outages.
Leverage AWS Elastic Load Balancing and Auto Scaling to distribute workloads to maintain performance under peak
workload. Deploy in multiple regions to improve disaster recovery and backups, plus ensure data localisation. But it would
be best if you keep testing these HADR configurations to check the working of them and alter them based on your
performance demands and recovery requirements.

Table 2: Detailed settings and configurations for implementing advanced HADR techniques in the SAP
environment.

HADR Component Configuration Parameter | Value Description

Data Replication Replication Lag <5seconds | Maximum allowed data replication delay.
Backup Frequency Backup Interval 24 hours Interval for automated backups.

Failover Mechanism Type Automated Type of failover mechanism used.
Multi-AZ Deployment Enabled Yes Whether multi-AZ deployment is enabled.
Disaster Recovery Testing | Frequency Quarterly Frequency of disaster recovery drills.
Monitoring Tools Tool Used CloudWatch | Monitoring tool for system performance.

3.3 Challenges Encountered and Solutions

It was found that there is a noticeable set of difficulties when implementing SAP on AWS with the assistance of
the advanced HADR techniques. One of these is synchronizing data and replicating it in real-time which is a typical
problem with latency or no synchronization. To this end, check the bandwidth of the network and use the instruments
available in the AWS system to optimize the transfer of data. Failover procedures can sometimes be intricate, especially in
terms of implementation, to ensure they are not lengthy; one way of overcoming this is through the use of CloudFormation
in AWS. The last is related to the costs of high availability and data redundancy; AWS offers several tools and features to
minimize costs and proper cost control should be implemented. These issues can be surmounted with constant testing and
modification of the system to enhance a strong performance.

aws rds modify-db-instance \

--db-instance-identifier your-db-instance \

--backup-retention-period 7 \

--apply-immediately

Figure 5: Example Code Snippet: Automated Backup Configuration
V. RESULTS AND ANALYSIS

4.1 Performance Metrics Before and After HADR Implementation

By using HADR techniques on AWS much better results in SAP system performance have been achieved. The
preliminary performance figures for the system prior to the enforcement of HADR was an average response time of 500 ms
for each transaction, established TPS of 200 and a system availability level of 95%. Following application of these HADR
techniques, the response time fell to 300 ms, throughput rose to 350 TPS and system availability was enhanced to 99%.
9%. This shows that there has been enhancement in the advanced HADR strategies to enhance the reliability of the SAP
performance. The improved measures point to improved productivity, shorter response time and increased availability of
systems, hence meet the objectives of operating with high productivity and without interruptions.

Table 3: Performance Metrics Table

Metric Unit Before HADR After HADR
Response Time ms 500 300
Throughput Transactions/sec 200 350

System Availability % 95% 99.9%
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Data Sync Latency ms 150 50
Backup Time Hours 2 1
Failover Time Minutes 10 2
Disk 1/0 Performance MB/s 150 250
Network Latency ms 100 60
Error Rate % 1.5% 0.5%
Scalability Instances 5 10
Cost Efficiency $/TB 50 30

4.2 Comparative Analysis

A comparison of results shows a feature’s performance uplift across the board upon integration of HADR on
AWS. According to the metrics, there is enhanced efficiency; decreased latency, and overall system reliability. In the state
before HADR, though the system performance was good, it lacked the robust feature of scalability and quick recovery for
the greater functionality. For example, some of the call factors that likely show a significant improvement after the
implementation of HADR are response time where throughput and the overall system availability. The results confirm the
high efficiency of the complex HADR methods for SAP systems and their further optimization in the AWS environment
for more rapid and serviceable recovery and further uninterrupted operation with a minimum of interruption.

Table 4: Comparative Metrics Table

Parameter

Before HADR

After HADR

Response Time

Throughput

System Availability

Data Sync Latency

Backup Time

Failover Time

Disk 1/0 Performance

Network Latency

Error Rate

Scalability

Cost Efficiency

CIXIXIXIQIXIXIXIS SR
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4.3 Impact on System Reliability and Availability

It has been noted that through the application of these modern and sophisticated HADR techniques on AWS, the
system’s reliability and availability of SAP systems has been improved greatly. Proper replication of the data and putting
in place of automatic failover have greatly enhanced the system’s capability to withstand hardware failure as well as other

interruptions.

Table 5 Metrics showing the impact of HADR implementation on system reliability and availability.

Metric Unit Before HADR After HADR Improvement
System Uptime % 95% 99.9% v
Average Recovery Time Minutes 60 10 v
Data Loss Incidents Number 3 0 v
Number of Failover Tests Count 2 4 v
User Satisfaction Rating Scale (1-10) 6 9 v

The availability of the system has boosted due to the high percentage recorded as 99. 9% that guarantees low SAP
system unavailability and continuous SAP application accessibility. Superior failover features can now implement failover
in a matter of minutes as opposed to hours which in turn fortifies business continuity. The backups are sophisticated and
guarantee data’s safety while the ability to restore data in the shortest time possible in case of loss is also assured. Such
improvement of the HADR has contributed significantly to improve both reliability and availability of SAP systems.
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#!1/bin/bash

# Test failover by simulating a failure

rds failover-db-cluster \

--db-cluster-identifier your-db-cluster \

--target-db-instance-identifier your-target-instance

Figure 6: Example Code Snippet: Failover Testing Script
V. DISCUSSION

5.1 Interpretation of Results

When advanced HADR techniques on AWS was applied, the performance of the SAP systems was shown to have
been raised significantly. The most significant upturn is observed when comparing the response time that has been reduced
from 500 ms to 300 and the throughput that has been increased from 200 TPS to 350 TPS, which also promise the
improved speed of operation. The increase of system availability from 95 percent to 99 percent shall also lower the
statistics of system unavailability. 9% indicates of increased reliability, decreased time loss and increased plant capacity
factor. Further, reduction of the data sync latency and the failover time also support the utilization of these HADR
strategies. This has been established because, in addition to improving the performance, the advanced HADR techniques
guarantee better system reliability and business operation.
5.2 Implications for SAP System Performance

The utilization of the AWS HADR techniques has the following noticeable impacts on SAP system performances.
Availability upgrades and improvements to data mirroring provide greater capacity for system failover and increased data
response time that in turn makes processes faster and less disruptive. Greater capability of handling large number of
requests and shorter time required to recover from such loads leads to improved load handling and thus system robustness.
Thus, these improvements result in enhanced and increased user satisfaction of the information systems as well as efficient
running of organizations. With increased reliability and accessibility of the data, key organizational operations may be
promoted and organizations’ competitive position enhanced. By adopting these efficient HADR techniques on AWS, SAP
system gains improved functionality and reliability, it is better placed to meet ever changing organizational demands.

Table 6: Cost analysis of implementing advanced HADR techniques and their impact on overall system expenses.

Before After . .
Cost Component HADR HADR Difference | Description
Initial Setup Cost $10,000 $12,000 +$2,000 Cost for initial setup and configuration.
gl(;':thly Maintenance $1,000 $1,500 +$500 Monthly cost for maintenance and support.
Backup Storage Cost $500 $700 +$200 Cost for storing backups.
Data Transfer Cost $300 $200 -$100 Cost for data transfer between regions.
Total Annual Cost $15,600 $18,200 +$2,600 ;gtrZ'g‘;OSt including setup, maintenance, and

5.3 Benefits of Advanced HADR Techniques

The following are some of the various advantages that come with the use of the advanced HADR techniques on
SAP systems on AWS. Firstly, it is in maximising the system availability and reliability so that breakdowns and
disruptions are kept to the barest minimum. Aim Improved failover and data replication features fasten the recovery
process and prevent against data loss necessary for business. Increased flexibility leads to a more effective experience of
increased loads and increased utilization of resources. These techniques lead to improved efficiency, response times and,
throughput of the system. The new and improved HADR technologies generate a more secure, efficient, and reliable
environment for sap business suite, enabling ideal business continuity and improved organizational productivity.
5.4 Limitations and Considerations

Although there exists a better advanced HADR technique, there are some of the disadvantages as well as factors
to bear in mind. Such solutions may be difficult and expensive to be adopted, and proper planning and configuration must
be considered to have mere chances of functioning.; Real time data replication might also create duplicity and heightened
network consumption. System redundancy is one of the reliability enhancement methodologies that require thorough
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testing to ensure that during a failure, the automated processes run as are planned for. There is also a high cost with
keeping up redundant systems and implementing complex backup systems. However, to achieve such, the organizations
need to consider the improvements in performance and reliability that come because of adopting each factor; the cost of
implementing such a factor and the complexity of it as well as the benefits of operations as they try to avoid
overcompensation at every level.

VI. CONCLUSION

This research shows that implementing Sophisticated HADR techniques enhances SAP system performance on
AWS more than the simple HADR techniques. These enhanced response time and throughput as well as system availability
clearly bring out the utility and efficiency of these strategies. They are: Reduced time to downtime, short time to recovery
and better assurance of data as compared to the opposite effects of complexity and cost of implementation. In conclusion,
the utilization of the latest HADR features in AWS has potential benefits embracing improvements in system performance
and business recovery and therefore it is worth investing in improvements of SAP surroundings against disruptions and for
guaranteeing continuity of operations.
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